 SEQ CHAPTER \h \r 1Section 16.02(b)(1). Unlawful Interception of Wire, Oral, or Electronic Communication (2005)
[Assign a paragraph number here and select the definitions that define terms alleged in the indictment or in the selected definitions]


A person commits an offense if the person intentionally [intercepts OR endeavors to intercept OR procures another person to intercept or endeavor to intercept] a [wire OR oral OR electronic] communication. 


“Intercept” means the aural or other acquisition of the contents of a [wire OR oral OR electronic] communication through the use of an electronic, mechanical, or other device.

“Contents” means any information concerning the substance, purport, or meaning of a [wire OR oral OR electronic] communication.

“Electronic, mechanical, or other device” means a device that may be used for the nonconsensual interception of [wire OR oral OR electronic] communications.  The term does not include a telephone or telegraph instrument, the equipment or a facility used for the transmission of electronic communications, or a component of the equipment or a facility used for the transmission of electronic communications if the instrument, facility, or component is:
(A) furnished to the subscriber or user by a provider of [wire OR electronic] communications service in the ordinary course of the provider’s business and being used by the subscriber or user in the ordinary course of its business;

(B) furnished by a subscriber or user for connection to the facilities of a [wire OR electronic] communications service for use in the ordinary course of the subscriber’s or user’s business;

(C) being used by a communications common carrier in the ordinary course of its business;

(D) being used by an investigative or law enforcement officer in the ordinary course of the officer’s duties.

“User” means a person who uses an electronic communications service and is authorized by the provider of the service to use the service.

“Electronic communications service” means a service that provides to users of the service the ability to send or receive [wire OR electronic] communications.

“Communication common carrier” means a person engaged as a common carrier for hire in the transmission of [wire OR electronic] communications.

 “Investigative or law enforcement officer” means [an officer of this state or of a political subdivision of this state who is empowered by law to conduct investigations of or to make arrests for OR an attorney authorized by law to prosecute or participate in the prosecution of] the felony offenses of murder, capital murder, possession of child pornography, promotion of child pornography, possession of a controlled substance, delivery of a controlled substance, manufacture of a controlled substance, delivery of marihuana, delivery of controlled substance or marihuana to a child, possession or transport of certain chemicals with intent to manufacture a controlled substance, possession or transport of anhydrous ammonia, delivery of drug paraphernalia to a child, illegal barter, illegal expenditure, illegal investment, unauthorized disclosure of information, controlled substance fraud, diversion of controlled substance property or plant, unlawful transfer or receipt of chemical precursor, transfer of precursor substance for unlawful manufacture, unlawful transfer or receipt of chemical laboratory apparatus, transfer of chemical laboratory apparatus for unlawful manufacture, delivery of a dangerous drug, manufacture of a dangerous drug, or an attempt, conspiracy, or solicitation to commit any of those offenses.
“Wire communication” means an aural transfer made in whole or in part through the use of facilities for the transmission of communications by the aid of wire, cable, or other like connection between the point of origin and the point of reception, including the use of such a connection in a switching station, furnished or operated by a person authorized to engage in providing or operating the facilities for the transmission of communications as a communications common carrier.  The term includes the electronic storage of a wire communication.

“Aural transfer” means a transfer containing the human voice at any point between and including the point of origin and the point of reception.

 “Oral communication” means an oral communication uttered by a person exhibiting an expectation that the communication is not subject to interception under circumstances justifying that expectation.  The term does not include an electronic communication.

“Electronic communication” means a transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic, or photo-optical system.  The term does not include:

(A) a wire or oral communication;

(B) a communication made through a tone-only paging device; or

(C) a communication from a tracking device.

 [Assign a paragraph number here]


A person acts intentionally, or with intent, with respect to the nature of his conduct or to a result of his conduct when it is his conscious objective or desire to engage in the conduct or cause the result.

[Assign a paragraph number here]


Now, bearing in mind the foregoing instructions, if you find from the evidence beyond a reasonable doubt that on or about [date] in [name of county], Texas, the defendant, [name of defendant], did [track indictment], you will find the defendant guilty of the offense of unlawful interception of [wire OR oral OR electronic] communication as alleged in the indictment.



If you do not so find, or if you have a reasonable doubt thereof, you will find the defendant not guilty.


[Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(1) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]


It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that an operator of a switchboard or an officer, employee, or agent of a communication common carrier whose facilities are used in the transmission of a [wire OR electronic] communication intercepts a communication or discloses or uses an intercepted communication in the normal course of employment while engaged in an activity that is a necessary incident to the rendition of service or to the protection of the rights or property of the carrier of the communication, unless the interception results from the communication common carrier’s use of service observing or random monitoring for purposes other than mechanical or service quality control checks.
 [Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(2) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that an officer, employee, or agent of a communication common carrier provides information, facilities, or technical assistance to an investigative or law enforcement officer who is authorized by law to intercept a [wire OR oral OR electronic] communication.
 [Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(3) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that a person acting under color of law intercepts:
(A) a [wire OR oral OR electronic] communication, if the person is a party to the communication or if one of the parties to the communication has given prior consent to the interception;
(B) a [wire OR oral OR electronic] communication, if the person is acting under the authority of Article 18.20, Code of Criminal Procedure; or
(C) a [wire OR electronic] communication made by a computer trespasser and transmitted to, through, or from a protected computer, if:

(i) the interception did not acquire a communication other   than one transmitted to or from the computer trespasser;
(ii)   the owner of the protected computer consented to the interception of the computer trespasser’s communications on the protected computer; and
(iii) the actor was lawfully engaged in an ongoing criminal investigation and the actor had reasonable suspicion to believe that the contents of the computer trespasser’s communications likely to be obtained would be material to the investigation.


“Computer trespasser” means a person who:

(A) is accessing a protected computer without effective consent of the owner; and
(B) has no reasonable expectation of privacy in any communication transmitted to, through, or from the protected computer.  The term does not include a person who accesses the computer under an existing contractual relationship with the owner or operator of the protected computer.

“Protected computer” means a computer, computer network, or computer system that is:

(A) owned by a financial institution or governmental entity; or

(B) used by or for a financial institution or governmental entity and conduct constituting an offense affects that use.

“Access” means to approach, instruct, communicate with, store data in, retrieve or intercept data from, alter date or computer software in, or otherwise make use of any resource of a computer, computer network, computer program, or computer system. 

“Computer” means an electronic, magnetic, optical, electrochemical, or other high-speed data processing device that performs logical, arithmetic, or memory functions by the manipulations of electronic or magnetic impulses and includes all input, output, processing, storage, or communication facilities that are connected or related to the device.

“Computer network” means the interconnection of two or more computers or computer systems by satellite, microwave, line, or other communication medium with the capability to transmit information among the computers.

“Computer program” means an ordered set of data representing coded instructions or statements that when executed by a computer cause the computer to process data or perform specific functions.

“Computer system” means any combination of a computer or computer network with the documentation, computer software, or physical facilities supporting the computer or computer network.

“Computer software” means a set of computer programs, procedures, and associated documentation related to the operation of a computer, computer system, or computer network.
“Data” means a representation of information, knowledge, facts, concepts, or instructions that is being prepared or has been prepared in a formalized manner and is intended to be stored or processed, is being stored or processed, or has been stored or processed in a computer.  Data may be embodied in any form, including but not limited to computer printouts, magnetic storage media, laser storage media, and punchcards, or may be stored internally in the memory of the computer.

“Effective consent” includes consent by a person legally authorized to act for the owner.  Consent is not effective if:

(A) induced by deception or coercion;

(B) given by a person the actor knows is not legally authorized to act for the owner;

(C) given by a person who by reason of youth, mental disease or defect, or intoxication is known by the actor to be unable to make reasonable property dispositions;

(D) given solely to detect the commission of an offense; or

(E) used for a purpose other than that for which the consent was given.

“Deception” means:

(A) creating or confirming by words or conduct a false impression of law or fact that is likely to affect the judgment of another in the transaction, and that the actor does not believe to be true;

(B) failing to correct a false impression of law or fact that is likely to affect the judgment of another in the transaction, that the actor previously created or confirmed by words or conduct, and that the actor does not now believe to be true;

(C) preventing another from acquiring information likely to affect his judgment in the transaction;

(D) selling or otherwise transferring or encumbering property without disclosing a lien, security interest, adverse claim, or other legal impediment to the enjoyment of the property, whether the lien, security interest, claim, or impediment is or is not valid, or is or is not a matter of official record; or

(E) promising performance that is likely to affect the judgment of another in the transaction and that the actor does not intend to perform or knows will not be performed, except that failure to perform the promise in issue without other evidence of intent or knowledge is not sufficient proof that the actor did not intend to perform or knew the promise would not be performed.

“Owner” means a person who:
(A) has title to the property, possession of the property, whether lawful or not, or a greater right to possession of the property than the actor;

(B) has the right to restrict access to the property; or

(C) is the licensee of data or computer software.

“Property” means:

(A) tangible or intangible personal property including a computer, computer system, computer network, computer software, or data; or

(B) the use of a computer, computer system, computer network, computer software, or data.

“Actor” means a person whose criminal responsibility is in issue in a criminal action. 

[Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(4) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that a person not acting under color of law intercepts a [wire OR oral OR electronic] communication, if:

(A) the person is a party to the communication; or
(B) one of the parties to the communication has given prior consent to the interception, unless the communication is intercepted for the purpose of committing an unlawful act.

“Consent” means assent in fact, whether express or apparent.

[Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(5) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that a person acting under color of law intercepts a [wire OR oral OR electronic] communication if:

(A) oral or written consent for the interception is given by a magistrate before the interception;

(B) an immediate life-threatening situation exists;

(C) the person is a member of a law enforcement unit specially trained to:

(i) respond to and deal with life-threatening situations; or

(ii) install electronic, mechanical, or other devices; and

(D) the interception ceases immediately on termination of the life-threatening situation.

“Immediate life-threatening situation” means a hostage, barricade, or other emergency situation in which a person unlawfully and directly:

(A) threatens another with death; or

(B) exposes another to a substantial risk of serious bodily injury.

“Consent” means assent in fact, whether express or apparent.

 “Member of a law enforcement unit specially trained to respond to and deal with life-threatening situations” means a peace officer who receives a minimum of 40 hours a year of training in hostage and barricade suspect situations as evidenced by the submission of appropriate documentation to the Commission on Law Enforcement Officer Standards and Education.
[Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(6) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that an officer, employee, or agent of the Federal Communications Commission intercepts a communication transmitted by radio or discloses or uses an intercepted communication in the normal course of employment and in the discharge of the monitoring responsibilities exercised by the Federal Communications Commission in the enforcement of Chapter 5, Title 47, United States Code.

[Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(7) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of electronic communication that a person intercepts or obtains access to an electronic communication that was made through an electronic communication system that is configured to permit the communication to be readily accessible to the general public.
“Access” means to approach, instruct, communicate with, store data in, retrieve or intercept data from, alter date or computer software in, or otherwise make use of any resource of a computer, computer network, computer program, or computer system. 

“Computer” means an electronic, magnetic, optical, electrochemical, or other high-speed data processing device that performs logical, arithmetic, or memory functions by the manipulations of electronic or magnetic impulses and includes all input, output, processing, storage, or communication facilities that are connected or related to the device.

“Computer network” means the interconnection of two or more computers or computer systems by satellite, microwave, line, or other communication medium with the capability to transmit information among the computers.

“Computer program” means an ordered set of data representing coded instructions or statements that when executed by a computer cause the computer to process data or store specific functions.

“Computer system” means any combination of a computer or computer network with the documentation, computer software, or physical facilities supporting the computer or computer network.

“Computer software” means a set of computer programs, procedures, and associated documentation related to the operation of a computer, computer system, or computer network.

“Data” means a representation of information, knowledge, facts, concepts, or instructions that is being prepared or has been prepared in a formalized manner and is intended to be stored or processed, is being stored or processed, or has been stored or processed in a computer.  Data may be embodied in any form, including but not limited to computer printouts, magnetic storage media, laser storage media, and punchcards, or may be stored internally in the memory of a computer.

 [Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(8) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that a person intercepts radio communication, other than a cordless telephone communication that is transmitted between a cordless telephone handset and a base unit, that is transmitted:
(A) by a station for the use of the general public;

(B) to ships, aircraft, vehicles, or persons in distress;
(C) by a governmental, law enforcement, civil defense, private land mobile, or public safety communications system that is readily accessible to the general public, unless the radio communication is transmitted by a law enforcement representative to or from a mobile data terminal;
(D) by a station operating on an authorized frequency within the bands allocated to the amateur, citizens band, or general mobile radio services; or
(E) by a marine or aeronautical communications system.
“Readily accessible to the general public” means, with respect to a radio communication, a communication that is not:

(A) scrambled or encrypted;

(B) transmitted using modulation techniques whose essential parameters have been withheld from the public with the intention of preserving the privacy of the communication;

(C) carried on a subcarrier or other signal subsidiary to a radio transmission;

(D) transmitted over a communication system provided by a common carrier, unless the communication is a tone-only paging system communication;

(E) transmitted on frequencies allocated under Part 25, Subpart D, E, or F of Part 74, or Part 94 of the rules of the Federal Communications Commission, unless, in the case of a communication transmitted on a frequency allocated under Part 74 that is not exclusively allocated to broadcast auxiliary services, the communication is a two-way voice communication by radio; or

(F) an electronic communication.

[Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(9) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR electronic] communication that a person intercepts a [wire OR electronic] communication the transmission of which causes harmful interference to a lawfully operating station or consumer electronic equipment, to the extent necessary to identify the source of the interference.

[Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(10) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR oral OR electronic] communication that a user of the same frequency intercepts a radio communication made through a system that uses frequencies monitored by individuals engaged in the provision or the use of the system, if the communication is not scrambled or encrypted.

 [Select the following affirmative defense authorized by Tex. Pen. Code § 16.02(c)(11) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]

It is an affirmative defense to the offense of unlawful interception of [wire OR electronic] communication that a provider of electronic communications service records the fact that a [wire OR electronic communication] was initiated or completed in order to protect the provider, another provider furnishing service towards the completion of the communication, or a user of that service from fraudulent, unlawful, or abusive use of the service.

[Insert the following paragraphs as part of the affirmative defense instruction.]


The burden of proof is on the defendant to prove such a defense by a preponderance of the evidence.  The term “preponderance of the evidence” means the greater weight of the credible evidence.


Now, therefore, if you find from the evidence beyond a reasonable doubt that the defendant, [name of defendant], committed the offense of unlawful interception of [wire OR oral OR electronic] communication, but you further find by a preponderance of the evidence that [select the application paragraph(s) that matches the abstract paragraph(s) given for the affirmative defense]
the defendant, an operator of a switchboard or an officer, employee, or agent of a communication common carrier whose facilities are used in the transmission of a [wire OR electronic] communication, intercepted a communication or disclosed or used an intercepted communication in the normal course of employment while engaged in an activity that was a necessary incident to the rendition of service or to the protection of the rights or property of the carrier of the communication, unless the interception resulted from the communication common carrier’s use of service observing or random monitoring for purposes other than mechanical or service quality control checks.

OR

the defendant, an officer, employee, or agent of a communication common carrier, provided information, facilities, or technical assistance to an investigative or law enforcement officer who was authorized as provided by this section to intercept a [wire OR oral OR electronic] communication.

OR

the defendant, a person acting under color of law, intercepted:

(A) a [wire OR oral OR electronic] communication, and the defendant was a party to the communication or one of the parties to the communication had given prior consent to the interception;

(B) a [wire OR oral OR electronic] communication, and the defendant was acting under the authority of Article 18.20, Code of Criminal Procedure; or

(C) a [wire OR electronic] communication made by a computer trespasser and transmitted to, through, or from a protected computer, and:

a. the interception did not acquire a communication other   than one transmitted to or from the computer trespasser;

b.   the owner of the protected computer consented to the interception of the computer trespasser’s communications on the protected computer; and

c. the defendant was lawfully engaged in an ongoing criminal investigation and the defendant had reasonable suspicion to believe that the contents of the computer trespasser’s communications likely to be obtained would be material to the investigation.

OR

the defendant, a person not acting under color of law, intercepted a [wire OR oral OR electronic] communication, and:

(A)  the defendant was a party to the communication; or

(B)  one of the parties to the communication had given prior consent to the interception, and the communication was not intercepted for the purpose of committing an unlawful act.

OR

the defendant, a person acting under color of law, intercepted a [wire OR oral OR electronic] communication and:

(A) oral or written consent for the interception was given by a magistrate before the interception;

(B)    an immediate life-threatening situation existed;

(C) the defendant was a member of a law enforcement unit specially trained to:

a. respond to and deal with life-threatening situations; or

b. install electronic, mechanical, or other devices; and

(D) the interception ceased immediately on termination of the life-threatening situation.

OR

the defendant, an officer, employee, or agent of the Federal Communications Commission, intercepted a communication transmitted by radio or disclosed or used an intercepted communication in the normal course of employment and in the discharge of the monitoring responsibilities exercised by the Federal Communications Commission in the enforcement of Chapter 5, Title 47, United States Code.

OR

the defendant intercepted or obtained access to an electronic communication that was made through an electronic communication system that was configured to permit the communication to be readily accessible to the general public.

OR

the defendant intercepted radio communication, other than a cordless telephone communication that was transmitted between a cordless telephone handset and a base unit, that was transmitted:

(A)  by a station for the use of the general public;

(B)  to ships, aircraft, vehicles, or persons in distress;
(C) by a governmental, law enforcement, civil defense, private land mobile, or public safety communications system that was readily accessible to the general public, unless the radio communication was transmitted by a law enforcement representative to or from a mobile data terminal;
(D) by a station operating on an authorized frequency within the bands allocated to the amateur, citizens band, or general mobile radio services; or
(E) by a marine or aeronautical communications system.
OR

the defendant intercepted a [wire OR electronic] communication the transmission of which caused harmful interference to a lawfully operating station or consumer electronic equipment, to the extent necessary to identify the source of the interference.

OR

the defendant, a user of the same frequency, intercepted a radio communication made through a system that used frequencies monitored by individuals engaged in the provision or the use of the system, and the communication was not scrambled or encrypted.
OR

the defendant, a provider of electronic communications service, recorded the fact that a [wire OR electronic] communication was initiated or completed in order to protect the provider, another provider furnishing service towards the completion of the communication, or a user of that service from fraudulent, unlawful, or abusive use of the service.

you will find the defendant not guilty.
Notes on definitions (delete definitions which do not apply)
“Intercept” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(3).
“Contents” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(6).

“Electronic, mechanical or other device” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(4).
“User” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(16).

“Electronic communications service” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(18). 

“Communications common carrier” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(10).

 “Investigative or law enforcement officer” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(5).
“Wire communication” as defined by Tex. Code Crim. Pro. art. 18.20 §1(1).
“Aural transfer” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(21).
 “Oral communication” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(2).
“Electronic communication” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(15).
“Communication common carrier” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(10).
“Computer trespasser” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(25).
“Protected computer” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(26).
“Access” as defined by Tex. Pen. Code § 33.01(1).
“Computer” as defined by Tex. Pen. Code § 33.01(4).
“Computer network” as defined by Tex. Pen. Code § 33.01(5).
“Computer program” as defined by Tex. Pen. Code § 33.01(6).
“Computer system” as defined by Tex. Pen. Code § 33.01(7).
“Computer software” as defined by Tex. Pen. Code § 33.01(9).
“Data” as defined by Tex. Pen. Code § 33.01(11).
“Effective consent” as defined by Tex. Pen. Code § 33.01(12).
“Deception” as defined by Tex. Pen. Code § 31.01(1).
“Owner” as defined by Tex. Pen. Code § 33.01(15).
“Property” as defined by Tex. Pen. Code § 33.01(16).
“Actor” as defined by Tex. Pen. Code § 1.07(a)(1).
“Consent” as defined by Tex. Pen. Code § 1.07(a)(11).

“Immediate life-threatening situation” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(22).
“Member of a law enforcement unit specially trained to respond and deal with life-threatening situations” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(23).
“Readily accessible to the general public” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(19).
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