 SEQ CHAPTER \h \r 1Section 16.03. Unlawful Recording of Numbers with Pen Register or Trap and Trace Device (2005)
[Assign a paragraph number here and select the definitions that define terms alleged in the indictment or in the selected definitions]


A person commits an offense if the person knowingly [installs OR uses] a [pen register OR trap and trace device] to record [electronic OR description of impulse as alleged in the indictment] impulses for the purpose of identifying telephone numbers [dialed OR description of transmission as alleged in the indictment] on a telephone line.

“Pen register” means a device or process that records or decodes dialing, routing, addressing, or signaling information transmitted by an instrument or facility from which a wire or electronic communication is transmitted, if the information does not include the contents of the communication.  The term does not include a device used by a provider or customer of a wire or electronic communication service in the ordinary course of the provider’s or customer’s business for purposes of:

(A) billing or recording as an incident to billing for communications services; or

(B) cost accounting, security control, or other ordinary business purposes.
“Wire communication” means an aural transfer made in whole or in part through the use of facilities for the transmission of communications by the aid of wire, cable, or other like connection between the point of origin and the point of reception, including the use of such a connection in a switching station, furnished or operated by a person authorized to engage in providing or operating the facilities for the transmission of communications as a communications common carrier.  The term includes the electronic storage of a wire communication.

“Aural transfer” means a transfer containing the human voice at any point between and including the point of origin and the point of reception.

“Communication common carrier” means a person engaged as a common carrier for hire in the transmission of wire or electronic communications.

“Electronic communication” means a transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic, or photo-optical system.  The term does not include:

(A) a wire or oral communication;

(B) a communication made through a tone-only paging device; or

(C) a communication from a tracking device.

“Oral communication” means an oral communication uttered by a person exhibiting an expectation that the communication is not subject to interception under circumstances justifying that expectation.  The term does not include an electronic communication.

“Trap and trace device” means a device or process that records an incoming electronic or other impulse that identifies the originating number or other dialing, routing, addressing, or signaling information reasonably likely to identify the source of a wire or electronic communication, if the information does not include the contents of the communication.  The term does not include a device or telecommunications network used in providing:

(A) a caller identification service authorized by the Public Utility Commission of Texas;
(B) an identification service that is used in a limited system, including a central office based PBX-type system;

(C) information that is used on a public agency’s telephone line or on a line that receives the primary emergency telephone number (911);
(D) information exchanged between telecommunications utilities, enhanced service providers, or other entities that is necessary for the setting up, processing, transmission, or billing of telecommunications or related services;

(E) information provided in compliance with applicable law or legal process;

(F) an identification service provided in connection with a 700, 800, or 900 access code telecommunications service; or

(G) a caller identification service provided by a commercial mobile radio service provider licensed by the Federal Communications Commission.
 [Assign a paragraph number here]


A person acts knowingly, or with knowledge, with respect to the nature of his conduct or to circumstances surrounding his conduct when he is aware of the nature of his conduct or that the circumstances exist.  A person acts knowingly, or with knowledge, with respect to a result of his conduct when he is aware that his conduct is reasonably certain to cause the result.

[Assign a paragraph number here]


Now, bearing in mind the foregoing instructions, if you find from the evidence beyond a reasonable doubt that on or about [date] in [name of county], Texas, the defendant, [name of defendant], did [track indictment], you will find the defendant guilty of the offense of unlawful recording of numbers with [pen register OR trap and trace device] as alleged in the indictment.



If you do not so find, or if you have a reasonable doubt thereof, you will find the defendant not guilty.


[Select the following affirmative defense authorized by Tex. Pen. Code § 16.03(c)(1) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]



It is an affirmative defense to the offense of unlawful recording of numbers with [pen register OR trap and trace device] that the actor is an officer, employee, or agent of a communications common carrier and the actor [installs OR uses] a device or equipment to record a number dialed from or to a telephone instrument in the normal course of business of the carrier for purposes of [protecting property or services provided by the carrier OR assisting another who the actor reasonably believes to be a peace officer authorized to install or use a [pen register OR trap and trace device]]


“Actor” means a person whose criminal responsibility is in issue in a criminal action.

“Authorized peace officer” means:

[Editor’s note: select the relevant definitions]
(A) a sheriff or a sheriff’s deputy;

(B) a constable or deputy constable;

(C) a marshal or police officer of an incorporated city;

(D) a ranger or officer commissioned by the Public Safety Commission or the director of the Department of Public Safety;

(E) an investigator of a prosecutor’s office;

(F) a law enforcement agent of the Alcoholic Beverage Commission;
(G) a law enforcement officer commissioned by the Parks and Wildlife Commission; or

(H) an enforcement officer appointed by the executive director of the Texas Department of Criminal Justice.

[Select the following affirmative defense authorized by Tex. Pen. Code § 16.03(c)(2) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]


It is an affirmative defense to the offense of unlawful recording of numbers with [pen register OR trap and trace device] that the actor is an officer, employee, or agent of a lawful enterprise and the actor [installs OR uses] a device or equipment while engaged in an activity that:
(A) is a necessary incident to the rendition of service or to the protection of property of or services provided by the enterprise; and

(B) is not made for the purpose of gathering information for a law enforcement agency or private investigative agency, other than information related to the theft of communication or information services provided by the enterprise.


“Actor” means a person whose criminal responsibility is in issue in a criminal action.

[Select the following affirmative defense authorized by Tex. Pen. Code § 16.03(c)(3) only if requested by the defendant and evidence is submitted supporting the defense.  See Tex. Pen. Code § 2.04(c).  Assign a paragraph number here, otherwise delete.]


It is an affirmative defense to the offense of unlawful recording of numbers with [pen register OR trap and trace device] that the actor is a person authorized to [install OR use] a [pen register OR trap and trace device]

“Actor” means a person whose criminal responsibility is in issue in a criminal action.

[Insert the following paragraphs as part of the affirmative defense instruction.]


The burden of proof is on the defendant to prove such a defense by a preponderance of the evidence.  The term “preponderance of the evidence” means the greater weight of the credible evidence.


Now, therefore, if you find from the evidence beyond a reasonable doubt that the defendant, [name of defendant], committed the offense of unlawful recording of numbers with [pen register OR trap and trace device], but you further find by a preponderance of the evidence that the defendant is an officer, employee, or agent of a communications common carrier and the defendant [installed OR used] a device or equipment to record a number dialed from or to a telephone instrument in the normal course of business of the carrier for purposes of [protecting property or services provided by the carrier OR assisting another who the actor reasonably believes to be a peace officer authorized to install or use a [pen register OR trap and trace device]]
OR

the defendant is an officer, employee, or agent of a lawful enterprise and the defendant [installed OR used] a device or equipment while engaged in an activity that:

(A)  is a necessary incident to the rendition of service or to the protection of property of or services provided by the enterprise; and

(B)  is not made for the purpose of gathering information for a law enforcement agency or private investigative agency, other than information related to the theft of communication or information services provided by the enterprise

OR

the defendant is a person authorized to [install OR use] a [pen register OR trap and trace device]

you will find the defendant not guilty.
Notes on definitions:
“Pen register” as defined by Tex. Code Crim. Pro. art. 18.21 § 1(6)
“Wire communication” as defined by Tex. Code Crim. Pro. art. 18.20 §1(1).

“Aural transfer” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(21).

“Communication common carrier” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(10).

“Electronic communication” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(15).

 “Oral communication” as defined by Tex. Code Crim. Pro. art. 18.20 § 1(2).
“Trap and trace device” as defined by Tex. Code Crim. Pro. art. 18.21 § 1(10)
“Actor” as defined by Tex. Pen. Code sec. 1.07(a)(2)

“Authorized peace officer” as defined by Tex. Code Crim. Pro. art. 18.21 sec. 1(2)
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