THE STATE OF TEXAS
§

§
SEARCH WARRANT
COUNTY OF HARRIS 
§
     
TO THE SHERIFF OR ANY PEACE OFFICER OF HARRIS COUNTY TEXAS
GREETINGS:

WHEREAS, Complaint in writing, under oath, has been made before me by XXXXXXXXXXXXXXX, a peace officer employed by the XXXXXXXXXXXXXXX, which complaint is attached hereto and expressly made a part hereof for all purposes and said complaint having stated sufficient and substantial facts that, in my opinion, establish probable cause for the issuance of this warrant;

YOU ARE THEREFORE COMMANDED to forthwith search the place therein named, to wit: XXXXXXXXXXXXXXX, hereinafter, PROVIDER, with the authority to search for and to seize and/or agents of said PROVIDER are hereby compelled to search for, seize and to turn over to the government Electronic Customer Data as defined in the Texas Code of Criminal Procedure (T.C.C.P.) Chapter 18, and held in electronic storage by the XXXXXXXXXXXXXXX.  
Crime Being Investigated:


XXXXXXXXXXXXXXX
Telephone Number/Account Identifier:
XXXXXXXXXXXXXXX
Officer/Sergeant/Investigator XXXXXXXXXXXXXXX is authorized to search and seize or compel the aforementioned PROVIDER to search for and seize and to turn over:
Electronic Customer Data held in electronic storage, as defined by Texas Code of Criminal Procedure (T.C.C.P.) Chapter 18.B, Subchapter H, in any server or computer system owned, managed, leased, or otherwise operated, in any part, by XXXXXXXXXXXXXXX whether or not that information is stored at the corporate office at the aforementioned address or offsite in a data farm, wherever the farm(s) may be located, by policy or design of the PROVIDER named herein.  
Items Authorized for search and seizure pursuant to this warrant include:
· information revealing the identity of customers of the applicable service (Subscriber Information);
· information about a customer's use of the applicable service (Customer Use, Account Settings, and Account Information)
· information that identifies the recipient or destination of a wire communication or electronic communication sent to or by the customer (any and all transactional and/or addressing and routing information that includes location based services such as Cell Site Location Information and Geo-Location information without limitation to company specific nomenclature), and also includes calls to destination searches, verbatim and dialed digit searches (See Attachment for technical details).    
for the dates of XXXXXXXXXXXXXXX, through XXXXXXXXXXXXXXX.
WITHOUT LIMITATION AND THAT TECHNICAL LANGUAGE INCLUDED IN ATTACHMENTS APPLIES TO THIS WARRANT.
Compliance timeline: The Provider upon whom this warrant is served must comply by delivering all responsive records to the Authorized Peace Officer or federal law enforcement officer serving it within 15 DAYS upon receipt of this warrant.  Service and responsive delivery of records may be accomplished by mutually-agreeable electronic means and shall be utilized where physical delivery cannot be timely accomplished.  In the event all responsive records are not delivered by the foregoing date, the Provider shall file, under oath, a motion for continuance with this Court explaining when it received the warrant, what steps it has taken to comply, why all responsive records have not been delivered (and detailing which responsive records have been provided while remaining records are delayed), and stating a date and time-certain by which it intends to comply.  In the event a motion for continuance has not been filed, or should the court find such motion inadequate, a show-cause hearing will commence with not less than 48 hours advance notice on or after the foregoing compliance date.  
     
It is further ordered that the PROVIDER respond to the submitter and the named investigator with copies of the records.  
WITNESS MY SIGNATURE on this the                           day of   
A.D. 20         at                               O’clock,        .M.
M A G I S T R A T E







JUDGE                              ,               District Court
Harris County, Texas
THE STATE OF TEXAS
§
AFFIDAVIT FOR

§
SEARCH WARRANT
COUNTY OF HARRIS 
§
     
I, XXXXXXXXXXXXXXX, a peace officer employed by the XXXXXXXXXXXXXXX do solemnly swear that I have reason to believe and do believe that electronic customer data held in storage by XXXXXXXXXXXXXXX constitutes evidence of the offense of  XXXXXXXXXXXXXXX, which is more particularly described as, but not limited to electronic customer data as defined by Texas Code of Criminal Procedure (T.C.C.P) Chapter 18.B and is held in electronic storage by the service provider on which the warrant is served XXXXXXXXXXXXXXX Said information includes any and all addressing and routing information and/or transactional data including any and all location information used while accessing said services and is not limited in scope by company specific nomenclature, relative to XXXXXXXXXXXXXXX.
MY BELIEF IS BASED UPON THE FOLLOWING FACTS:
XXXXXXXXXXXXXXX
I believe that XXXXXXXXXXXXXXX service provider holds information and evidence related to the above described account identifier/s and that said information constitutes evidence of the above enumerated offense and that it is held in electronic storage by the named service provider.  
     
     

WHEREFORE, PREMISES CONSIDERED, your affiant respectfully requests that a warrant issue authorizing your affiant, any other peace officer of Harris County, Texas, to search or compel an agent of XXXXXXXXXXXXXXX, PROVIDER, to search account identifier XXXXXXXXXXXXXXX held in their custody that constitutes evidence of the offense of XXXXXXXXXXXXXXX.  








_______________________________________                                                           









AFFIANT
SWORN AND SUBSCRIBED TO ME on this the                           day of _______________________   
A.D. 20         at                               O’clock,        .M.
_____________________________________



_______________________________

DISTRICT COURT JUDGE SIGNATURE




PRINTED NAME OF JUDGE
JUDGE                              ,               District Court
Harris County, Texas

THE STATE OF TEXAS









RETURN AND INVENTORY
COUNTY OF HARRIS


The undersigned, being a peace officer under the laws of the State of Texas, certifies that the foregoing warrant came to hand on the day it was issued and that it was executed on the        day of             A.D., _____, by making the search directed therein and seizing during the search the following described property:

OFFICER EXECUTING PROCESS
ATTACHMENT TO SEARCH WARRANT
The Electronic Customer Data that is the subject of this warrant includes:
1.) All subscriber information, including expanded subscriber information including but not limited to first, middle, last names, dates of birth, social security numbers, state issued identification numbers (regardless of issuing state), passport numbers, consulate identification numbers, and any other identifiers not specifically listed herein that can be used to identify the account holder in question.  Further this is including any available telephone numbers such sub accounts or can be reached numbers or other methods of contact utilized by said provider to include email addresses, twitter handles, Facebook or Instagram page link, Google or Google Plus or other un-named social media linked to account holder.  Twinned or paired devices and their unique identifiers including the actual phone number, IMSI, IMEI and MAC addresses.  IP authentication addresses (including ports through the source transport layer (layer 4), etc., and/or  unique account, equipment, and/or network addressing, these may include the  Electronic Serial Number (ESNs), International Mobile Subscriber Identifier (IMSIs), Temporary Mobile Subscriber Identity number (TMSI), International Mobile Equipment Identifiers (IMEIs), Mobile Equipment Identifiers (MEIDs), Mobile Station Identifiers (MSIDs), Mobile Identification Numbers (MINs), Mobile Dialed Numbers (MDN), Integrated Circuit Card IDs (ICCIDs), Personal Unlocking/Unblocking Codes (PUKs), PINs (personal identification numbers), Blackberry PINs (personal identification numbers/codes), Apple’s Unique Device Identifier (ID) (UDID), and/or Media Access Control (MAC) address(es), and all billing/payment information and accounts notes, for the specified cellular/wireless telephones, and for any other cellular/wireless telephones on the same account as the target numbers.
2.) All outgoing and incoming communications (call, text or MMS detail records) combined herein as CDRs, with cell sites for 2G, 3G and 4G networks, including all telephone numbers, chirp numbers/direct connects/walkie-talkie/Universal Fleet Mobile Identifier (UFMI) numbers, email addresses (electronic mail), Internet Protocol (IP) addresses, World Wide Web (www) addresses, dialed/communicated with (outgoing and/or incoming).  This includes  local and long distance telephone connection records, including all text [short message service SMS)] detail records, email detail records [including IP (Internet Protocol) logs, email header information, and email addresses], IP connection detail records/logs, and video, audio, and/or photo image transactions records, such as multimedia messaging service (MMS) (picture/video messaging) detail records/logs, sent or received, to provide dates, times, and methods of voicemail access, including all available SS7 signaling records of these communications, and, records of session times and durations.  Cell Sites are required if they are available on any and all transactional/addressing and routing data. 
3.) Cell sites activations and all registration information, including signal strengths, logs, etc. (if obtainable), including any location information delivered to a public safety answering point (PSAP) pursuant from a 911 call or derived from any system capable of delivering location information to a PSAP.
4.) If available, an engineering map; showing all cell-site antenna/tower locations, sectors, azimuths, beam widths, pilot PN (pseudo noise) offsets, and true orientations.  And, a list of any and all cellular sites numbers [Long Term Evolution (LTE)  —complete ECGI, CGI, Tracking Area Code (TAC) and specific eNodeB and Cell Site, NodeB, Local Area Codes (LACs), Cellular Identifiers (CIDs), intercept access points (IAP) system identities, repolls, switches, etc.], locations, addresses, neighbor lists, etc., and/or latitude and longitude of any said sites.  Also, that cellular sites lists, including latitudes and longitudes, be provided, via electronic mail, or via shipping when email is not available, in an electronic format, if available and/or possible.  Furthermore, the concerned carrier(s) will provide RF (radio frequency) propagation maps/surveys and cellular antenna/tower maintenance records, and cellular antenna/tower maintenance records procedures, upon request.  These maps/surveys and maintenance records will be provided in electronic format, such as original color format, if available.  
5.) Should the cellular/wireless number/equipment which is the current target of this Order have changed, prior to or during the requested period, including the MINs/MSIDs, MDNs, ESNs, MEIDs, IMEIs, IMSIs, ICCIDs, PUKs, IP addresses, UDIDs, PINs and/or MAC addresses, or combinations thereof, have been changed by the subscribers during the period of time(s) covered by this Order, then this Order will apply to any other MINs/MSIDs, MDNs, ESNs, MEIDs, IMEIs, IMSIs, ICCIDs, PUKs, IP addresses, UDIDs, PINs, email addresses, and/or MAC addresses.   Furthermore if requested the specific manufacturer and model of said handset shall be released verbally or in writing by the Agency making this request.
6.) Any Internet Service Provider (ISP), email company or email server entity (public or private), website hosting company, and/or website or internet service providing company and/or entity, provide any subscriber information, email addresses, email logs (with header information, Internet Protocol (IP) logs, website addresses, etc., for any email addresses, IP addresses, user names, etc., identified from the original records pertaining to the target devices.  Such as, if the original target devices’ records reveal Internet activity, such as email activity, web activity, and/or other Internet connected applications, then this Order will also order the release of all subscriber information pertaining to user identifying, and addressing and routing (transactional) information pertaining to that Internet activity (without content information) for the effective period of this order.  This includes application of this Order to Microsoft’s “Sidekick”/”Danger” products/services.  
7.) Also, whenever possible, that the provider(s) provision, upon the specific requests of the prosecutors/officers/agents/designees, a twenty-four (24) hour switch-technician/employee/vendor to assist in providing data to comply with this Order and/or the interpretation of the provided data.
8.) Any required information on demand, if possible and upon the specific request of the prosecutors/officers/agents/designees.  Further, that any so ordered provider(s), or those possessing said information, provide, upon the specific request of the prosecutors/officers/agents/designees, any historical geo-location services/global positioning system (GPS) data/enhanced 911 (E911) records including but not limited to any available ranging data [distance from tower, range to tower (PCMD/RTT/REVEAL/Historic MLTs, TrueCall, TDOA or Timing Advance Information or other similar un-named records held by ANY PROVIDER)],which may be available to any involved provider(s) and/or parties.    
9.) All call/communication detail, direct connect, subscriber, numeric messages, alpha-numeric/text messages, email records, IP logs, etc., and any related records and/or access be provided, upon the specific request of prosecutors/officers/agents/designees of specific data from specific time period within the confines of this Order, in an electronic format specified by prosecutors/agents/officers/designees.  Also, that the records/data be forwarded via email (in a common electronic format as described herein) if possible, upon the specific request of prosecutors/agents/officers/designees, to the listed prosecutor/officer and/or his/her designees. These designees may include, but are not limited to, prosecutors/officers/agents/designees and/or representatives of the Houston Police Department,  Harris County, Texas Sheriff’s Office, Harris County, Texas District Attorney’s Office, Montgomery County, Texas Sheriff’s Office, Montgomery County, Texas District Attorney’s Office, Fort Bend County, Texas Sheriff’s Office, Fort Bend County, Texas District Attorney’s Office, Texas Department of Public Safety, United States Attorney’s Office, Federal Bureau of Investigation, United States Secret Service, United States Marshals Service, United States Immigration and Customs Enforcement, United States Department of Homeland Security, United States Drug Enforcement Agency, United States Postal Inspections Service, etc.  
10.) If e-mail is not available/possible, that the providers provide the required data electronically on a common storage medium, such as CD-ROM (compact disc read only memory) discs, and/or floppy discs.  Also, that all providers provide, when possible and so requested, all requested data in ASCII, comma separated values (.csv), or fixed length (SDF) format.  This is to include that any and all records/data will be provided in all available formats of data, upon request, to include, but not limited to, documents/files currently produced in Microsoft Word, Microsoft Excel, PDF (portable document format), CSV (comma separated value), other electronic formats, and/or pulled from such systems such as “CDR Live,” “X-Mine,” “CEER,” and any other electronic medium that is/was in use and/or in development.  All CDRs [call/communication detail records (CDRs), including IP (internet protocol) logs, email logs, etc.] will be provided in spreadsheet (Excel, CSV, etc.) format if possible.  Only where this is not possible, to provide information in dark, clean typeface, machine-scanable/Optical Character Recognition (OCR) interpretable hardcopy.  This includes the faxing of any necessary requested records at the highest possible quality setting.  Further, that upon the specific request of prosecutors/agents/officers/designees, that any provided data, including account specific data and cellular site lists, be provided by the necessary providers in a business records affidavit format that complies with the laws of the State of Texas.  
11.)  Provide any and all data and services that are ordered herein, verbally, to prosecutors/officers (or designees) if specifically requested to do so.  Communications providers are also ordered to notify prosecutors/officers (or designees) if devices roamed (and what specific networks are roamed to/from) from a home/primary network to another network and it is known by the home/primary network to what roaming network the devices roamed.  This includes verbally notifying prosecutors/officers (or designees) of the last known network registrations/activity during the above mentioned time frame.  And, if the accounts were active accounts, including if the account was inactivated or closed for non-payment, and, how many minutes and/or credits remained on prepaid type accounts.  The concerned communications carriers are also ordered to retain, indefinitely, hard and soft copies of all records and/or data provided as a result of this Order.
12.) RETAIL OUTLETS or OR ANY ENTITIES are ordered to release, upon specific request, all purchase, payment (cash, credit, check, prepaid card, etc.), and activation information (even if through third parties) for all target devices, accounts, and subsequent payments, such as prepaid minute cards.  This includes the specific data, time, location (including the specific store, register, clerk, etc.) that all devices, account changes, purchases, payments, etc., occurred.  It is also ordered that all involved retailers (and neighboring businesses/residences) release any available surveillance video from the aforementioned transactions, both from within, and from the outside of the stores, and the area of the stores, where any of the aforementioned transactions occurred.  
13.) That this Order will apply to any and all companies/entities which may provide and/or carry wireless/telecommunication services for the target mobile numbers/unique account identifiers/equipment, and/or, any other entity who may possess the requested information, such as Internet companies/entities.  This may be required because of number portability and/or if the original carrier was modified due to roaming and/or other considerations/reasons.    
14.) Calls to destination search to identify all numbers calling into a known number.  Provider shall provide official subscriber and all other identifying information related to newly discovered accounts.  Provider shall also provide date and time stamps of when these transactions took place.
15.) Dialed digit and/or Verbatim search to identify any known numbers calling into currently unknown numbers in a provider’s network.  Provider shall provide official subscriber and all other identifying information related to newly discovered accounts.  Provider shall also provide date and time stamps of when these transactions took place.
16.) Any and all account settings.  In as far as Google Voice is concerned Google Inc is required to disclose a comprehensive list of telephone numbers hidden behind the Google Voice number that are the subject of this order.  This information is not limited to only the numbers of interest but also includes specific device information (Android ID, IMEI, MSID, ICCIDs, MAC addresses and specific device information not specifically mentioned herein) collected at the time said handsets were authenticated, if collected, to the Google Voice network.   
the content of a wire communication or electronic communication sent to or by the customer, 
17.)
This warrant applies to the content of emails, stored SMS, stored MMS, Twitter Posts, 
Facebook messaging, private messages, photo comments, captions, etc., friends lists, Twitter followers, Hang Out contacts and instant messaging between said contacts, or other similar information that applies to any carrier this warrant is served upon.  This warrant is directing Google, Inc to identify the gmail account associated with the telephonic communication between the victim and the un-identified gmail account that used the caller ID of XXXXXXXXXXXXXXX.  Additionally this warrant is directing Google, Inc to disclose to law enforcement Gmail account name AND the content of the email stored and deleted in the account for the time frame listed in this warrant. 
18.)
This warrant is directing Facebook Inc to disclose to the requesting law enforcement agency private messaging originating with or terminating into the named profile.  Additionally this warrant is directing Facebook Inc to disclose to the requesting law enforcement agency detailed listings of public and private posts to friends or friends of friends that the named profile was a party to said post.  This warrant is directing Facebook Inc to disclose a comprehensive listing of “Friends” and the date these Friends were added to the target’s profile.
any data stored by or on behalf of the customer with the applicable service provider
19.)
This warrant applies to any provider who holds any and all records relative to named account to include photos uploaded and videos uploaded (including complete metadata collected at the time of upload).  This warrant also applies to other information not mentioned here that is included as a part of the complete account profile.
BUSINESS RECORDS AFFIDAVIT
BEFORE ME, the undersigned authority, personally appeared _________________________, who, being by me duly sworn, deposed as follows:
My name is _______________________________, I am of sound mind, capable of making this affidavit, and personally acquainted with the facts herein stated.
I am the Controller and the custodian of the records for ______________________.  Attached hereto are        page(s) of records from ________________________________.  These said           page(s) of records are kept by ___________________________________ in the regular course of business and it was the regular course of business of __________________________________ for an employee or representative of _____________________________________, with knowledge of the act, event, condition, opinion, or diagnosis, recorded to make the record or to transmit information thereof to be included in such record, and the record was made at or near the time or reasonably soon thereafter.  The records attached hereto are exact duplicates of the originals.






____________________________________






AFFIANT, Custodian of Records
SWORN TO AND SUBSCRIBED before me on this the          day of                      , 20__.







NOTARY PUBLIC in and for the







State of ____________________







NOTARY'S PRINTED NAME _______________







Commission expires:             
Written Notice of Request for Business Records Affidavit
I, XXXXXXXXXXXXXXX, am an authorized peace officer in the State of Texas, and I am serving a warrant for stored customer data or communication pursuant to Texas Code of Criminal Procedure Chapter 18.B, Subchapter H, Article 18B.355.  In addition to the warrant, I am delivering a business records affidavit form to the provider of an electronic communications service or the provider of a remote computing service responding to the accompanying warrant.
This writing serves as notice pursuant to Texas Code of Criminal Procedure (T.C.C.P.) Chapter 18, that an executed business records affidavit is required for the records that are the subject of the warrant.  Pursuant Texas Code of Criminal Procedure Chapter 18.B, Subchapter H, Article 18B.357, the provider shall verify the authenticity of the customer data, contents of communications, and other information produced in compliance with the warrant by including with the information the affidavit form.  The affidavit form is to be completed and sworn to by a person who is a custodian of the information or a person otherwise qualified to attest to its authenticity that states that the information was stored in the course of regularly conducted business of the provider and specifies whether it is the regular practice of the provider to store that information.
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